INFOCON 4 TASKS FOR DISS USERS

In the face of continuing and sophisticated threats to the Department of Defense (DoD)
information networks, the Commander, Joint Task Force for Global Network Operations
(JTF-GNO) directed the initiation of a global Information Operations Condition
(INFOCON) change effective November 16, 2006. This change is from INFOCON level
5, “Normal Readiness of Information Systems and Networks,” to INFOCON level 4,
“Increased Vigilance in Preparation for Operations or Exercises.”

To comply with this INFOCON change, all Defense Information System for Security
(DISS) users (JPAS, DCII, and ISFD) are required to accomplish the following tasks:

1. Update and revalidate (physical verification of the user identity, and matching the
identity to an account) the accuracy of their System Access Request (SAR) and
account with their account manager or validating official. This tasks must be
completed no-later-than 7 December 2006.

2. Change their password when prompted to do so by the system.
3. A SAR must be on file for all users. The account managers will maintain the SAR

in accordance with their agency policy; or until the account is deleted. All
unknown accounts or accounts without SARs must be deleted.



